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OVERVIEW PROGRAMMING LINE
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Week 1
Values and variables
Classes and objects

Week 2
Classes and objects
Testing

Week 3
Interfaces and Inheritance
Subtyping
Security 1

Week 4
Arrays and lists
List implementations
Collections

Week 5
Stream I/O and MVC
Exceptions
Security 2

Week 6
Concurrency
Project kick-off
IDE Tips & Tricks

Week 7
Basic Networking
Networking and 
multithreading
GUIs

Week 8/9
Advanced Java facilities
Test

Week 10
Project
Test resit



CROSS-CUTTING CONCERN CYBER SECURITY

Module 1

Module 2

Module 3

Module 4

Module 5

Module 6

Module 7

Module 8

Cyber Security in module 2:

Introduction to Security Engineering
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SECURITY PROPERTIES (RECAP)

Confidentiality

Integrity

Availability



§ Java & Security
§ Binary-to-text encodings (Hex & Base64)
§ Hash functions
§ Commitment (hash function application)
§ HMAC (another hash function application)
§ Side-channel attacks

TODAY



JAVA & SECURITY
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SIMPLIFIED JAVA OVERVIEW

JVM

Linux

Java code (.java)

Byte code (.class)

javac
compiler

JVM

Mac

JVM

Windows



8

JVM SECURITY OVERVIEW

From: http://www.onjava.com/pub/a/onjava/excerpt/java_security_ch1/index.html?page=4

§ Manages what resources 

(network, files, etc.) code can 

access.

§ Allows for the creation of 

sandboxes.

§ Has a bad track-record! (e.g., 

security of browser applets).

http://www.onjava.com/pub/a/onjava/excerpt/java_security_ch1/index.html%3Fpage=4
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JAVA’S SECURITY ADVANTAGES (COMPARED TO C)

int a[] = new int[5];
a[8]= 3;

Exception in thread "main" java.lang.ArrayIndexOutOfBoundsException: 8
at module2.security.example.Main.main(Main.java:7)
…

0 1 2 3 4 5 6 7 8

a
Runtime constraints & bounds checking



§ Less susceptible to buffer overflows
This could happen in C:

§ No pointer arithmetic in Java

JAVA’S SECURITY ADVANTAGES (COMPARED TO C)

variable a variable b



11

ht
tp

://
cw

e.
m

itr
e.

or
g/

to
p2

5/

http://cwe.mitre.org/top25/
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EXAMPLE OF ADVANTAGES OF BOUNDS CHECKING

From: http://xkcd.com/1354/

http://xkcd.com/1354/


BINARY-TO-TEXT ENCODINGS
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REPRESENTING BINARY DATA (BYTE ARRAYS)

A byte-array:

byte[] data;

How to print its content?

Turning Strings into byte-arrays (using default 
encoding).

byte[] data = "Software Systemen".getBytes();
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23, 24, 37, 64, 62

As a list of numbers?
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REPRESENTING NUMBERS (RECAP MODULE 1)

011011012 1558 6D1610910

binary
(base 2)

octal
(base 8)

decimal
(base 10)

hexadecimal
(base 16)

0 " 2$ + 1 " 2' + 1 " 2( + 0 " 2) +
1 " 2* + 1 " 2+ + 0 " 2, + 1 " 2- 1 " 8+ + 5 " 8, + 5 " 8- 1 " 10+ + 0 " 10, + 9 " 10- 6 " 16, + 13 " 16-

ASCII/UTF-8 representation: ‘m’

010 = 016
110 = 116
210 = 216
310 = 316
410 = 416
510 = 516
610 = 616
710 = 716
810 = 816
910 = 916

1010 = A16
1110 = B16
1210 = C16
1310 = D16
1410 = E16
1510 = F16
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REPRESENTING BINARY DATA (BYTE ARRAYS)

A byte-array:

byte[] data;

How to print its content?

Hexadecimal!

536f6674776172652053797374656d656e

1st byte (data[0]) 2nd byte (data[1])

Turning Strings into byte-arrays (using default 
encoding).

byte[] data = "Software Systemen".getBytes();
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Use more printable characters: base64
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A MORE (SPACE) EFFICIENT
BINARY-TO-TEXT ENCODING: BASE64

6 bits per character: 26 = 64 different characters (26 + 26 + 
10 + 2) 

Note: padding is needed!
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BASE64 EXAMPLES

byte[] data = "Software Systemen".getBytes();

U29mdHdhcmUgU3lzdGVtZW4=

byte[] data = "Software Systemen 2018".getBytes();

U29mdHdhcmUgU3lzdGVtZW4gMjAxOA==

byte[] data = " Software Systemen 2018".getBytes();

IFNvZnR3YXJlIFN5c3RlbWVuIDIwMTg=

padding
Base64

Base64

Base64



§ Use libraries for this! (e.g., Apache Commons Codec library)

§ Superfluous remark: encoding is not encryption!

NOTES ON ENCODING



CRYPTOGRAPHIC HASH FUNCTIONS
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CRYPTOGRAPHIC HASH FUNCTIONS

Hash function:
A (one-way) function that takes a message 
m (of arbitrary length) and outputs a 
bitstring of fixed length.

All possible inputs
(infinite)

All possible outputs
(finite)
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HASH FUNCTION PROPERTIES

1. One-way

2. Second preimage 
resistant

3. Collision resistant

A “good” hash has the following properties:

[Based on slides by Bart Jacobs]
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1: ONE-WAY

It is difficult (computationally infeasible) to
invert the hash function.

“Hello” b2401050ecb0f...

H(  )

??
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2: SECOND PREIMAGE RESISTANT

It is difficult (computationally infeasible) to
find a second input that hashes a given value.

“Hello” b2401050ecb0f...
H(  )

??
H(  )
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3: COLLISION RESISTANT

It is difficult (computationally infeasible) to
find two inputs with the same hash value.

H(  )
??

H(  )
??==
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HASH FUNCTION EXAMPLES

SHA1(“Security in 2019”) 63fc6185233b7d3de05540aea70cc49b702d3601

SHA1(“Security in 2020”) 197ba5a6d6070e299a872e4ec05826fd4ff5c169

small change (a few bits)

hexadecimal representation of the output (message digest)

very different output!

SHA1(“Security in 2020 is still important!”)
3f9dc2a880b85aeb8b0b0e5b6825c0b499fc6c5e

length remains the same
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HASH FUNCTIONS

MD5

SHA-1

SHA-2 family
(e.g., SHA-256)

SHA-3

Theoretical attacks & more (avoid if possible, 
will soon be deprecated)

DO NOT USE!Broken
(collisions found)

Still safe (for now), your best bet

Recent standard, somewhat ‘unproven’
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USES OF HASH FUNCTIONS

Digital signatures

HMAC

Content Addressable Storage

Storing passwords

Integrity checks

See module 1

Coming up

Version control, e.g., git

Magnet links: 
magnet:?xt=urn:sha1:YNCKHTQCWBTRNJIV4WNAE52SJUQCZO5C

Commitments
Let’s play with that!

See assignments P-6.24-30

http://magnet:0
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HASH FUNCTIONS IN JAVA



COMMITMENTS
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How to play rock-paper-scissors over the phone?
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Alice Bob
‘rock’

Let’s try

Alice Bob
H(‘rock’)

Attempt 1:

Attempt 2:

== H(‘rock’)?
== H(‘paper’)?

== H(‘scissors’)?
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Alice Bob

r = random bitstring
c = H(r + ‘rock’)

r, ‘rock’

‘paper’

c

c’ = H(r + ‘rock’)
if c == c’: Alice did not cheat

Choose value (e.g., ‘paper’)

commitment

Hash-function property:
second preimage resistant

Alice cannot find another input value
that also hashes to the same c.

Hash function property:
one-way

Bob cannot invert c to determine
a value that always makes him
win.

Choose value (e.g, ‘rock’)

Knows whether lost or won.

For example: 83751e164d08f068c33ca43d2cf0d9198b2432d4



HMAC
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INTEGRITY EXAMPLE (RECAP)

Alice Bob“Give Eve 10 euro”

Eve

“Give Eve 10 euro”“Give Eve 90 euro”
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MESSAGE AUTHENTICATION CODES (MACS)

[Based on slides by Dan Boneh]

Alice Bob
message m tag t

k k

Pre-shared
key (secret)

t ← S(k, m) V(k, m, t) = ‘yes’?

Attacker cannot produce a valid tag for a new message
Given (m,t), attacker cannot produce (m, t’) for t’ ≠ t

Ensuring
integrity

For example, “give Eve 10 euro” 
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MAC FROM HASH FUNCTION (NAIVE FIRST ATTEMPT)

S(k, m) = H(k || m)

Hash function

Padding bytes

Why is this not secure?
Given H(k || m), an attacker can compute 
H(k || m || PB || w) for any w.

Concatenation symbol

Without k, it should not be possible to produce a valid tag for another
message, right? Or is it?

“give Eve 10 euro” || t “give Eve 10 euro!@. and Eve 90 euro” || t’ 
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HMAC: STANDARDIZED MAC FROM HASH

S(k, m) = H(k ⊕ opad || H( k ⊕ ipad || m) )

Padding
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HMAC IN JAVA



SIDE-CHANNEL ATTACKS
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SIDE-CHANNEL ATTACKS

Whenever your program deals with secret information, it 
may leak information about them:

Timings

Power usage

Cache misses

One of the reasons to use proper libraries!
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SIDE-CHANNEL ATTACK EXAMPLE

Suppose:
§ A simple networked service
§ Password-protected
§ Password is sent in plaintext
§ Password: exactly 8 characters (a-z, A-Z, 0-9)

For simplicity, typically a bad idea

Number of different characters:
Number of possible passwords:

26+26+10 = 62
628 = 218340105584896 (≈ 2*1014)
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SIDE-CHANNEL ATTACK EXAMPLE

Suppose: 1 iteration ~10μs

input = “AAAAAAAA” vs. input = “SecAAAAA”?

input = “AAAAAAAA” vs. input = “BAAAAAAA”?

input = “AAAAAAAA” vs. input = “SAAAAAAA”?

input = “SAAAAAAA” vs. input = “SeAAAAAA”?

input = “SeAAAAAA” vs. input = “SecAAAAA”?

Given timing information:

Algorithm for side-channel attack!

8*62 = 496 attempts

vs.

628 = 218340105584896 attempts



51



52



53

USING CRYPTOGRAPHY – WORDS OF WARNING

DO NOT invent your own crypto!

DO NOT even implement cryptographic primitives yourself!

USE high-level cryptographic libraries!

Only do it for fun (and learning)!
It will be broken!

So many details to get right

“It is typically not the math that is broken, it’s the implementation”

Keyczar: http://www.keyczar.org/

NaCl (“salt”): http://nacl.cr.yp.to/

Rules of thumb
Data at rest: use pgp/gpg

Data in motion: use (SSL/)TLS

But be careful!

Preferably open source!

http://www.keyczar.org/
http://nacl.cr.yp.to/
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WHY?

“We’ll just use encryption, AES appears to be good, yes?”

AES in the ECB mode-of-operation
applied to a image
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WANT MORE SECURITY?
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SECURITY IN OTHER MODULES

Module 1

Module 2

Module 3

Module 4

Module 5

Module 6

Module 7

Module 8
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The new 4TU cyber security master specialisation:
https://www.4tu.nl/cybsec/en/

https://www.4tu.nl/cybsec/en/
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MOOC: Coursera’s course on Cryptography by Dan Boneh (Stanford)
https://www.coursera.org/course/crypto

https://www.coursera.org/course/crypto
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MOOC: Coursera’s course on Software Security by Michael Hicks 
https://www.coursera.org/course/softwaresec

https://www.coursera.org/course/softwaresec
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Twente Hacking Squad:
See http://scs.ewi.utwente.nl/home/TwenteHackingSquad/ for more info.

http://scs.ewi.utwente.nl/home/TwenteHackingSquad/


§ P-5.7-9 (Hex & Base64 encoding)

§ P-6.4-10 (Password cracking & how to properly store them)

§ P-7.6 (Networked attack)

§ P-7.17 (Bonus: crypto attack)

LAB EXERCISES RELATED TO SECURITY

Also read the text 
surrounding the 
exercise!


