
PROGRAMMING

3.3 SECURITY ENGINEERING (1)
MODULE 1.2: SOFTWARE SYSTEMS
NOVEMBER 29, 2019 – MAARTEN EVERTS



OVERVIEW PROGRAMMING LINE
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Week 1
Values and variables
Classes and objects

Week 2
Classes and objects
Testing

Week 3
Interfaces and Inheritance
Subtyping
Security 1

Week 4
Arrays and lists
List implementations
Collections

Week 5
Stream I/O and MVC
Exceptions
Security 2

Week 6
Concurrency
Project kick-off
IDE Tips & Tricks

Week 7
Basic Networking
Networking and 
multithreading
GUIs

Week 8/9
Advanced Java facilities
Test

Week 10
Project
Test resit



CROSS-CUTTING CONCERN CYBER SECURITY

Module 1

Module 2

Module 3

Module 4

Module 5

Module 6

Module 7

Module 8

Cyber Security in module 2:

Introduction to Security Engineering
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WHAT IS SECURITY ENGINEERING?

“Security engineering is about building 
systems to remain dependable in the face of 
malice, error, or mischance.” – R.J. Anderson

Security engineering is a specialized field of 
engineering that focuses on the security 
aspects in the design of systems that need to 
be able to deal robustly with possible sources 
of disruption, ranging from natural disasters to 
malicious acts. Wikipedia

4

http://en.wikipedia.org/wiki/Security_engineering


SECURITY ISSUES IN THE NEWS
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PETYA RANSOMWARE
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Heartbleed
Implementation mistake
in OpenSSL.
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From: http://xkcd.com/1354/
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http://xkcd.com/1354/


Stagefright
• Group of software bugs in Android’s

“Stagefright” component (a library for
media handling)

• Allows for remote code excution and
priviledge escalation.

• Millions of vulnerable phones.
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goto fail;

• Logic error in Apple’s certificate
checking code

• Code conventions?
• Could’ve been found by static

analysis
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SECURITY? WHY?
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KISS
23

principle



KEEP
IT
SIMPLE,
STUPID
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WHY IS SECURITY HARD?

1. The defender must defend all points; the attacker can choose 
the weakest point.

2. The defender can defend only against known attacks; the 
attacker can probe for unknown vulnerabilities. 

3. The defender must be constantly vigilant; the attacker can strike 
at will. 

4. The defender must play by the rules; the attacker can play dirty. 

“A good attack is one that the 
engineers never thought of.”
–Bruce Schneier

From: Writing Secure Code - Howard and LeBlanc
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§ Mathematics behind cryptography  [module 1]
§ History of cryptography [module 1]
§ How to implement cryptographic primitives
§ How to deal with user-provided input (e.g., SQL injections) 

[module 4]
§ Reverse Engineering
§ Buffer overflows [module 5]
§ Exploit development & malware development
§ Advanced protocols
§ Operating system security & access control [module 5]
§ Network security [module 3]
§ Securing web-applications [module 4]
§ Much more…..

SECURITY SUBJECTS NOT COVERED



WHAT IS SECURITY?



SECURITY PROPERTIES

Confidentiality

Integrity

Availability
NL, BIV-model:
- Beschikbaarheid
- Integriteit
- Vertrouwelijkheid

/CONCEPTS/ATTRIBUTES/ASPECTS 
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CONFIDENTIALITY

Concealment of sensitive information, or:
“The property that information is not made available or disclosed 

to unauthorized individuals, entities, or processes.” – [RFC 4949]

Examples:
• Users should not be able to see the 

bank account balance of other
users.

• Someone who finds my phone
should not be able to see its
content.

Typical security measures:
• Encryption [Module 1]
• Authentication [coming up]
• Access control
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INTEGRITY

Assuring the accuracy and consistency of data, or:
“The property that data has not been changed, 
destroyed, or lost in an unauthorized or accidental 
manner.”
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INTEGRITY

Alice Bob“Give Eve 10 euro”

Eve
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INTEGRITY

Alice Bob“Give Eve 10 euro”

Eve

“Give Eve 10 euro”“Give Eve 90 euro”

Typical security measures for
integrity:
• Digital (cryptographic) 

signatures
• Message Authentication

Code (MAC)
• Hash functions [week 5]
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INTEGRITY

Other examples of integrity failures:
§ Manipulation of bank records
§ Manipulation of access logs
§ Removal of access logs
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AVAILABILITY

Ability to use the required information or resource.

Availability is the target denial-of-service attacks: they
deny the intended users from accessing a resource.
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AVAILABILITY

Common example:
Distributed Denial-of-Service (DDoS)
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AVAILABILITY

Consider the following code:

What is the output when input = 8? Or 128?

What happens if someone is able to make input -8?

public static int badIntLog2(int input) {
int a = input;
int i = 0;
while (a != 1) {

a = a / 2;
i = i + 1;

}
return i;

}
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SOFTWARE & SECURITY



§ Threat: potential violation of security
§ Vulnerability: “Security-relevant software defect that can be

exploited to effect an undesired behavior”
§ Flaw: defect in design
§ Bug: defect in the implementation

§ Exploit

TERMINOLOGY IN (SOFTWARE) SECURITY



SECURITY IN THE DEVELOPMENT PROCESS

Requirements capturing

High-level design

Development & implementation

Testing

Deployment

Phases in software development
(simplified)

Security-related activities

Security testing

Security code review

Security design review

Threat modeling

Security objectives

Security deployment
review
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THREAT MODELING (SIMPLIFIED)

Semi-structured approach to identify, quantify and address security 
risks in an application.

High-level steps:
1. Understanding the application 

(the design)
2. Identifying & categorizing threats
3. Countermeasures & mitigation

Identify entry/exit points
Identify assets
Identify trust levels 
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§ Spoofing: posing as something or somebody else (e.g., replay 
attacks, phishing attacks)

§ Tampering: malicious modification of data or code
§ Repudiation: participating in a transaction or communication, and 

later claiming that the transaction or communication never took 
place.

§ Information Disclosure: exposure or leakage of information
§ Denial of Service: render a service or resource useless
§ Elevation of Privilege: gaining increased capability

CATEGORIZING THREATS (STRIDE)



THREAT/ATTACK TREES

Pick lock Learn
combo

Cut open 
lock

Install
improperly

Open safe

Blackmail

Find written
combo

Threaten

Get combo 
from target

Eavesdrop Bribe

Listen to
conversation

Get target to
state combo

and

Extend with:
• Probabilities
• Equipment needed
• Money required

From: https://www.schneier.com/attacktrees.pdf
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https://www.schneier.com/attacktrees.pdf


ATTACKER MODELS – FEATURING: ALICE & BOB

Alice Bob
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ATTACKER MODELS – FEATURING: ALICE & BOB

Alice Bob

Passive attacker: only listens

Active attacker: listens & modifies!

Aka, man-in-the-middle

52



§ Implementation of security features:
§ Cryptography
§ Authorization (access control)
§ Authentication

§ Prevention (of bugs)
§ Testing!
§ Formal specifications (e.g., JML, langsec)
§ Defensive programming

§ Detection
§ Audits
§ Recovery & response

MITIGATION

No magic bullet!
Easy to make mistakes!



§ Favor simplicity
§ Use fail-safe defaults
§ Do not expect expert users

§ Trust with reluctance
§ Employ a small trusted computing base
§ Grant the least privilege possible

§ Promote privacy
§ Compartmentalize

§ Defend in Depth
§ Monitor and trace

SOME SECURITY DESIGN PRINCIPLES



BALANCING SECURITY

Security

Ease of useFunctionality

Security vs.

cost
performance

acceptance
usability

From: http://blog.infosanity.co.uk/2010/06/12/infosec-triads-securityfunctionalityease-of-use/
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http://blog.infosanity.co.uk/2010/06/12/infosec-triads-securityfunctionalityease-of-use/


BALANCING SECURITY

56



BALANCING SECURITY
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AUTHENTICATION



AUTHENTICATION (INFORMAL)

Hi, I’m X

Ok, please prove

Sure, here’s my proof

Ok, welcome

Server Client
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PROVING YOU’RE YOU: FACTORS

Something the user

Something the user

Something the user

Combine for stronger
authentication:

Multi-factor authentication

knows

has

is
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SOMETHING THE USER KNOWS

Pincodes,
passwords

&
passphrases
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PASSWORDS: THE GOOD

Simple & understandable

Cheap to implement

Familiar & widespread

Portable
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PASSWORDS: THE BAD

Re-use across domains

Too simple passwords
Phishing & sniffing

Managing
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SOMETHING THE USER HAS

Essence:
Having access to a secret

Type of secret

Additional protection

Challenge-response vs. synchronous

Shared symmetric key

Private key of a asymmetric key pair

Separate device

Tamper-proof hardware (token)

Pin/password protected

Many variants:



RSA SecurID token
• Hardware token
• Tamper-proof
• Synchronous
• Shared symmetric key (seed)
• Sometimes called:

One Time Password (OTP)
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yubico’s YubiKey
• Hardware token
• Tamper-proof
• Synchronous
• Shared symmetric key

http://www.yubico.com/
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http://www.yubico.com/


A bank’s access token
• Hardware token
• Tamper-proof
• Challenge-response
• Shared symmetric key
• Pin-protected
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Google Authenticator
• Separate device (mobile)
• Synchronous
• Shared symmetric key
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SOMETHING THE USER IS

Main idea: using unique personal 
attributes for authentication

Downsides:
• Intrusive
• Hard to replace
• False positives & negatives
• Complex & expensive

fingerprint hand geometry facial scan

palm scan

retina scaniris scan

voice print

keyboard dynamicssignature dynamics
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WHAT WERE THE THREE SECURITY PROPERTIES AGAIN?

Confidentiality

Integrity

Availability
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§ P-5.7-9 (Hex & Base64 encoding)
§ P-6.4-10 (Password cracking & how to properly store them)
§ P-7.6 (Networked attack)
§ P-7.17 (Bonus: crypto attack)

LAB EXERCISES RELATED TO SECURITY



§ More technical, topics include:
§ Java’s security advantages
§ Hash functions
§ Side-channel attacks
§ How to use security-related functionality

SECURITY LECTURE IN WEEK 5


