
 

  

If you know N, p and q. You know φ(N) = (p-1)(q-1). If you 

factorize the φ(N), you can get the lowest prime 

number where φ(N) is not dividable (gcd(e, φ(N))) =1), 

this is e. 

Obtain secret key d: 

e*d mod φ(N) = 1 

Do Euclidean(e, φ(N)). This gives t,x,y. t should be 

equal to 1. 

a*x+b*y = t. In our case: e*x + φ(N)*y = 1. 

Go to: (e*x) mod φ(N) + (φ(N)*y) mod φ(N) = 1 mod 

φ(N) 

You will see: (e*x) mod φ(N) + 0 = 1 mod φ(N) 

D = x mod φ(N). 

 

Now you can encrypt/decrypt any message using m,e and 

c,d. 

Hybrid encryption: 

First, we use public-key encryption to exchange a 

secret-key, which we then use in a secret-key 

encryption scheme in the remaining communication. 

Assume that Alice uses the public signature key 

(N,e) in the textbook RSA signature scheme. 



 
One time pad (vernam cipher) 

 

 

ECB (k=5):  

CBC (k=11) 

For all primes p: φ (p) = p-1 

For N=pq with distinct primes p,q: ᵠ(N) = 

(p-1)(q-1) 

Steganography: hide the fact there is a special message. 

Cryptography: Make the message unreadable to others. But everyone 

can see the message. 

Keys: N*(N-1) / 2 


