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Abstract. We provide a model-based testing approach for systems com-
prising both state-transition based control flow, and data elements such
as variables and data-dependent transitions. We propose test generation
and execution, based on model-coverage: we generate test cases that aim
to reach all transitions of the model. To obtain a test case reaching a
certain transition, we need to combine reachability in the control flow,
and satisfiability of the data elements of the model. Concrete values
for data parameters are generated on-the-fly, i.e., during test execution,
such that received outputs from the system can be taken into account
for the inputs later provided in test execution. Due to undecidability
of the satisfiability problem, SMT solvers may return result ‘unknown’.
Our algorithm deals with this explicitly. We implemented our method in
Maude combined with Z3, and use this to demonstrate the applicabil-
ity of our method on the Bounded Retransmission Protocol benchmark.
We measure performance by counting the number of inputs and outputs
needed to discover bugs in mutants, i.e., in non-conforming variants of
the specification. As a result, we find that we perform 3 times better,
according to the geometric mean, than when using random testing as
implemented by the tool TorXakis.

1 Introduction

Software testing involves experimentally checking desired properties of a software
product by systematically executing that software. The software is stimulated
with test inputs, and the actual outputs are compared with expected outputs.
Model-Based Testing (MBT) is a form of black-box testing where the software
being tested, called System Under Test (SUT), is tested for correctness with
respect to a model. The model serves as a formal specification for the SUT,
prescribing the behaviour that the SUT shall, and shall not, exhibit. Moreover,
the model is the basis for the algorithmic generation of test cases and for the
evaluation of actual test outputs.
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Many of the modelling formalisms used for MBT are based on some kind of
state-transition model: states in the model represent an abstraction of the states
of the system, and transitions between states represent the actions that the
system may perform. Depending on the kind of state-transition model, an action
can be the acceptance of an input, the production of an output, an internal step
of the system, or the combination of a trigger and the corresponding response.

Plain state-transition formalisms, though a powerful semantic model, are
not powerful enough to specify present-day systems. Such systems, in addition
to state-transition-modelled control flow, involve complicated data objects, oper-
ations on data, inputs and outputs parameterized with data, and conditions on
data guarding the enabling of transitions. Consequently, many state-transition
formalisms have been extended with the ability to deal with data, variables,
parameters, and conditions, often referred to as extended, or symbolic state-
transition models.

For a plain state-transition model, test generation corresponds to graph oper-
ations on the model, such as selecting a finite path (in case of deterministic mod-
els), a tree (in case of nondeterministic models), or a tour through the model. The
extension with data, however, complicates the test-generation process. A naive
approach of unfolding data, i.e., encoding all possible data values in transitions,
and thus mapping the data to a plain state-transition model, leads to the infa-
mous state-space explosion problem. A second disadvantage of unfolding is that
all structure and information available in the data definitions and constraints is
lost. This information can be very useful in the test selection process. The lat-
ter disadvantage also applies to the converse, when mapping all state-transition
information to data, i.e., to state variables. Consequently, a more sophisticated
way of combining state-transition information with data is necessary where the
differences and subtle interplay between the two are taken into account. A com-
mon approach is to combine graph-based state-transition system manipulation
with the symbolic treatment of data and variables.

In this paper, we present theory, an implementation, and an application of
such a model-based testing approach, that combines state-transition-based con-
trol flow and symbolic treatment of data and variables. Our models are expressed
as Symbolic Transition Systems (STS) [8,9], which combine Labelled Transition
Systems (LTS) with an explicit notion of data, variables, and data-dependent
conditions, founded on first order logic. As the basis for test generation we use
the ioco-testing theory for LTS [23,24]. The implementation or conformance
relation ioco is a formal relation between SUTs and models, that defines pre-
cisely when an SUT is correct with respect to its model. The ioco-testing theory
provides a test generation algorithm that is sound and ezhaustive, i.e., the (pos-
sibly infinitely many) test cases generated from an LTS model detect all and
only ioco-incorrect implementations.

We lift ioco-test generation to the symbolic level, analogous to [8]. In addi-
tion to [8], we generate test cases that satisfy switch coverage, i.e., all symbolic
transitions of the STS model are covered in the test cases (as far as nondeter-
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minism allows). Switch coverage is thus a way of test selection, which is sound,
but usually not exhaustive.

As an intermediate structure we define a symbolic execution graph, which
incorporates classical symbolic concepts like path conditions and reachability,
and which, in addition, is adapted to nondeterministic STS. We select finite
paths, i.e. test purposes, from the symbolic execution graph, that guarantee
switch coverage. After that, data values are selected in an on-the-fly test gen-
eration and execution algorithm. This algorithm takes into account previous
input and output values, making it more flexible than selecting all input values
beforehand.

We define measures for achieved switch coverage, both a priori, i.e., during
test-purpose generation, and a posteriori, i.e., after test execution. Due to unsat-
isfiable constraints and SUT nondeterminism, full coverage may not always be
achieved and a posteriori coverage may be lower than a priori coverage.

To implement the method, we tie together Maude, a language and tool set
for rewriting systems [5], and Z8, an SMT-solver [6]. We encode models in the
Maude language, from which test purposes satisfying switch coverage are gen-
erated. In this step Maude internally uses Z3 to check constraints. A Python
program takes a test purpose and implements the on-the-fly test generation and
execution algorithm, where Z3 is used again to generate witnesses serving as
input data values satisfying the constraints of the test purpose. Since satisfiabil-
ity is undecidable, Z3 may produce an ‘unknown’ result that we explicitly take
into account in our algorithm.

The Bounded Retransmission Protocol (BRP), a benchmark in protocol veri-
fication and testing [13], is used as a case study. We compare our switch-coverage-
driven test generation method with random path, on-the-fly test generation by
the MBT tool TorXakis [22,25]. We show that TorXakis in total needs 8 times
more inputs and outputs to discover bugs in mutants, i.e., in non-conforming
variants of the specification. According to the geometric mean, we find that we
perform 3 times better than TorXakis.

Overview. In Sect.2, we give preliminaries on LTS, ioco, data specifications,
STS, and the semantics of STS. Symbolic execution graphs are defined in
Sect. 3. Section4 introduces switch coverage, provides the main on-the-fly test-
generation and execution algorithm, and proves soundness. The implementation
in Maude and Z3 is presented in Sect. 5, and the BRP case study is discussed in
Sect. 6. Section 7 concludes, and mentions open issues and future work.

Related work. The technique of symbolic execution was originally applied on
programs [18] and applied, among others, for white-box testing [12]. Later on,
it has found its way into other fields, such as model-based testing.

Gaston et al. [11] study model-based testing based on Symbolic Transition
Systems, as we do. An important difference is that their work restricts output-
parameter values to functions over constants and input parameters, i.e., expected
output values can always be predicted. This implies that nondeterminism or
uncertainty in output parameters cannot be modelled. In the area of Extended
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Finite State Machines similar restrictions are made [10,14,20,21]. The test gen-
eration in [11] is guided by test purposes, which are finite parts of the symbolic
execution of the STS. Originally assumed to be given [17], test purposes in [11]
are generated from the model according to two criteria: (i) a maximum length
on the sequences of executed switches, which is coarser than our switch cover-
age, or (i1) exclusion of ‘redundant’ parts of symbolic execution, e.g., a loop of
switches in an STS is only executed once, which is what our switch coverage
achieves too, but in general our approach could benefit from this exclusion of
redundant behaviours.

The Guarded Labeled Assignment Systems (GLAS) models of [26] are very
similar to our STS: the syntactical definition differs, their semantics in terms of
symbolic executions are closely related. The paper shows this by analyzing the
relation between ioco for STS and i/o-refinement for GLAS. No test generation
method, however, is proposed.

Our work mainly builds on [8,9], except that we do not include internal
switches. We extend the on-the-fly, random-path test generation of those papers
with switch-coverage-driven test selection. In addition, [9] compares a couple
of coverage measures: state coverage, location coverage, and symbolic-state (see
Sect. 3) coverage. For full, semantic state coverage, all possible combinations of
location and variable values have to be covered, which is usually not feasible.
For location coverage only all locations have to be covered, independent from
variable values; location coverage is implied by our switch coverage. For symbolic-
state coverage each symbolic state must be covered, which can usually only be
achieved up to some length n of test cases. Full switch coverage can be achieved
with symbolic-state coverage if n is chosen high enough, i.e., n should be at least
as long as the longest test purpose, which causes it to be more costly than our
switch coverage.

2 Preliminaries

2.1 Labeled Transition Systems

In this section, we give a summary of theory on Labeled Transition Systems and
the conformance relation ioco. Definitions are a bit simpler than in [24], as we
restrict to systems without the internal, unobservable 7 transitions.

Definition 1. A Labeled Transition System (LTS) with inputs and outputs is
a tuple (Q, qo, X1, X0, T) where:

- @ is a set of states, and qy € Q is the initial state,

— X1 and Xo are sets of input and output labels, respectively, with X1NXo = 0,
- T CQ x X xQ is the transition relation, where we write X = X1 U Xo.

If a state ¢ € @ has no outgoing transitions with an output label, then we
say that ¢ is quiescent, denoted §(g). This is handled in an explicit way by ioco,
by adding a self-loop transition with special output label 4.
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For an LTS (QaQO7EI;EO7T) with q € Q7 Q/ - Qa JIS 2 {5}a o €
(X U{d})*, and € the empty sequence, we define:

init(@) = (J{zr e X3¢ €Q: (¢,2,¢) €T}
qeQ’
out(Q) ={z einit(Q") |z € Yot U{d|3qe Q :6(q)}
Q' aftere = Q'
Q afterpo ={¢' €Q13¢" € Q" : (¢",p,¢) € TU{(¢",6,4") | 6(¢")}} aftero
traces(q) = {oc € (XU {6})* | {q} after o # 0}

In our notation, we sometimes replace the initial state gg of an LTS L by the
LTS itself, e.g. traces(L) = traces(qo), and L after o = {qo} after o. For technical
reasons we have to restrict to systems that have no unbounded nondeterminism,
i.e., | g after o |< oo for all ¢ and o. This way, the set of reached symbolic states
is finite for any trace o.

The conformance relation ioco relates an LTS with an input-enabled LTS.
LTS are input-enabled if every state has an outgoing transition for every input.

Definition 2. Let £ be an LTS, and L' an input-enabled LTS, such that L and
L' have the same label sets. Then L' ioco L if for all o € traces(L), we have
out(L’ after o) C out(L after o).

2.2 Data, Terms, and Constraints

We use basic concepts from the theory of data-type specifications; see e.g., [7]. We
use the following notation: B4 is the set of all functions from A to B; o is function
composition; and W denotes disjoint union. Furthermore, f : A — B denotes a
function f € B4. We sometimes use set builder notation as a convenient notation
for functions with small domains and codomains, e.g. {a +— b} is a function with
{a — b} € {d}{?} and {a+ b}(a) = b, for some elements a and b.

Syntax. We assume a data signature sig = (S, F)) as given, where S is a non-
empty set of sort names and F is a non-empty set of function symbols. Each
function symbol consists of a name f, a list of argument sort names (s1, ..., s,) €
S™, and a result sort name s € S, together written as f::s1,...,s, — s. lf n =0
then f is called a constant.

Given a signature, we can construct terms, which may contain variables. Let
Xs be a set of variables of sort s € S, and let X = WyesX, be the set of all
variables. Terms of sort s over variables X C X, denoted 74(X), are built from
variables x € X and function symbols f € F', in a sort-safe manner:
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— If x € X is a variable of sort s, then x is a term of sort s;
—if (f:81,...,8, — 8) € F is function symbol, and ¢,...,¢, are terms of
sorts $1,. .., Sp, respectively, then f(t1,...,t,) is a term of sort s.

The set of all terms over X C X is 7(X) = Wses75(X). The set of variables
actually occurring in a term ¢ € 7,(X) are called the free variables of t, denoted
vars(t), with vars(t) C X. A ground term is a term in 75((), i.e., a term without
free variables. The function sort; : 7(X) — S gives the sort of a term; it is
extended to sequences of terms as usual.

We assume that there exists a specific sort Bool € S, which corresponds
to the usual Booleans, with the usual Boolean function symbols in F', such as
True, False:: — Bool, —::Bool — Bool, and A,V ::Bool,Bool — Bool. Terms
of sort Bool over variables X C X are denoted by Zoo1(X).

A variable in a term can be substituted by another term. A term mapping
specifies this substitution; it is a function m : X — 7(Y'), for X, Y C X, which is
sort-safe: sort,(z) = sort;(m(z)) for any = € X. The set of all term mappings
m : X — T(Y) is denoted by 7(Y)¥X. For any X C X, id € 7(X)¥ is the
identity term mapping defined as: id(x) = x for allz € X. Given m € T(Y)X and
t € T(Z), the simultaneous substitution of all x € vars(t)NX by m(x) is denoted
t[m]. So, substitution is a postfix function on terms: [m]: 7(Z) — T(Z UY).

Semantics. The semantics of a data signature sig = (S, F), i.e., the values in
its sorts, is constituted by equivalence classes of ground terms. The value of a
ground term t denoted [t], is defined by [t] = {t' | t’ = t}. Here, we assume
an equivalence on ground terms, =C 7 (@) x 7 (), which is sort-safe: if t; = t,
then sort;(t1) = sort(t2). Such an equivalence = could be specified as a set of
equations (equational specification [7]) or as a set of rewrite rules.

The semantics of a data signature sig = (S, F') is then the multi-sorted initial
algebra A = ({Us | s € S}, {fy | f € F}), where Us = {[t] | t € T5()} is the set

of values of sort s; and for each function symbol ( f::s1,...,8, — s) € F thereis
a function fy : Uy, ... xUs, — U, defined by £ ([t1], ..., [tn]) = [f (1, ... ta)],
where t1,...,t, are ground terms of sorts sy, ..., S,, respectively. The set of all

possible values is U = [H{U; | s € S}. Function sort, : U — S gives the sort of
a value; it is extended to sequences of values as usual.

A wvaluation for X C X is a function assigning values to variables: 9 : X — U,
which is sort-safe: sorti(xz) = sort,(¥(x)). The set of all valuations for X is
denoted UX. The extension to evaluate terms based on a valuation ¥ is called
a term evaluation and denoted by ¥7 : T(X) — U. It is defined as Vr(x) =
I(z) and V7 (f(t1,...,tn)) =fr(I7(t1),...,97(tn)). For a sequence of distinct
variables T = zg...7, € X* and a sequence of values w = wqg...w, € U*, we
denote with Z — @ the valuation in U/{*0~*n} defined by (Z — w)(x;) = w;
for all 0 < i < n. The semantics of a ground term mapping m € 7 (0)%X is the
valuation [m] defined as [m](z) = [m(x)] for all z € X.



70 P. van den Bos and J. Tretmans

In our test algorithm, we need to represent the values in a valuation ¥ € UX
as terms again. We therefore use any term mapping tmap() € T ()X satisfying
(tmap(¥))(x) =t = I(x) = [t], for all z € X.

For sort Bool we assume that [] interprets ground terms in 7.1 (0) as
usual, e.g., [True] = true. Boolean terms can be seen as formulas, for which
we can consider their satisfiability. A Boolean term t € Tpoo1(X) is satisfiable
if there exists a valuation ¥ € Uv**(*) such that ¥ (t) = true. Satisfiability,
however, is undecidable in general. Hence, a tool solving satisfiability problems
in our algorithms may return ‘unknown’. Therefore we will distinguish explicitly
between semantic satisfiability and a tool solver, with solver(t¢) returning
either sat, unsat, or unknown. Moreover, we assume that solver allows to
retrieve a valuation that witnesses satisfiability, if solver(f) = sat, so that
we can use these values as input values for the SUT in our testing algorithm.
That is, we assume a function getValues that, given a term ¢ € Tpo01(X) and a
sequence p € vars(t)*, returns values w € U*, with sort,(w) = sort.(p), such
that the valuation p — w together with a valuation for the remaining variables
in vars(t), makes the Boolean term ¢ evaluate to true, i.e., getValues(t,p) = w
implies that 39 € Y *sO\MP} : (p— @ W I)7(t) = true.

2.3 Syntax of Symbolic Transition Systems

Definition 3. A Symbolic Transition System (STS) with inputs and outputs is

a tuple (L, 1o, Vi, Mini, Vp, I'1, 0, R) where:

- L is a finite set of locations,

— lg € L is the initial location,

-V, is a finite set of location variables,

~ Myni € T(D)V is the initialization,

-V, is a finite set of gate parameters such that V, NV, =0,

— I7 is a finite set of input gates,

— I is a finite set of output gates,

~RCLX(ITUID) x Vi X Toed(VIUV,) X TV U V)Vt x L is the switch
relation with a finite number of elements.

We require that I't N I'o = 0, and denote I' = I't U I'o. The function sorty :

I' — 5%, associates a sequence of sorts to a gate. We refer to the elements

of a switch (I, \,po...pk,d,1,12) € R, with source location, gate, parameters,

guard, assignment, and destination location, respectively, and we require that:

- Po...Pk 1S a sequence of distinct variables

— sortg(A) = sorty(po . .. pk)

- (b € %ool(vl U {p07 v 7Pk})

RS T(Vl U {po7 R ,pk})vl
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Ezxample 4. Figurel shows an example STS

!
in graphical representation. The formal defini- done!()

r > 15

tion of this STS is: ({lo, 11,12}, 00, {z},{x — z—0
0}, {p},{inX7?}, {out X!, done!}, {ro,r1,72}). inX2(p)
We have sort,(inX?) = sort,(outX!) = Int, 1<p<10
and sort,(done!)= e. We have switches: o = T T+p

(l07inX?7pa1 S p S 10,{33 = +p}’l1)7
r1 = (l,outX!,p,p = z,id,ly), and ro =
(lo, donel, e,z > 15, id, l2). O Fig. 1. Ezample STS

2.4 Semantics of Symbolic Transition Systems

We define the semantics of an STS in terms of an LTS. We call this LTS the
interpretation. We first define the states and labels of this LTS.

Definition 5. The domain of semantic states of S is SemState = L x U,

Definition 6. A gate value is an element (A, w) € I' xU* such that sorty(\) =
sort, (w). We denote the set of all gates values with Iye. We define IS, =
{()\,ﬁ)) € lyal | AE Fo}, and szal = {()\,ﬂ)) S ‘ A€ F]}.

For a given semantic state and gate value, there will be a transition in the
interpretation LTS, depending on the guard of a switch. If so, we use the assign-
ment from the switch to compute the destination state of this transition.

Definition 7. Let g = (I,9) € SemState be a semantic state, u = (A1, W) € Iyq
a gate value, and r = (I3, A2, P, d, 9, l3) € R a switch. Then r is enabled in q for
u, denoted enab(q,u,r), if:

=1L AN =X /\((]5’—>'(I)) H‘J’l?)']’(gﬁ) = true

If enab(q, u, r), the successor of ¢ and u forr, denoted succ(q,u,r), is the seman-
tic state:

(la, ((p = w) W) T 0 1))

Definition 8. The interpretation of S is the LTS [S] = (SemState, (ly, [mini]),
rr. ro T.) with T, C SemState x I',q X SemState, such that:

val’ * val

T. = {(q, u, succ(q,u,r)) | ¢ € SemState ANu € I'yay A7 € R A enab(q,u,r)}

Ezxample 9. Consider the STS of Example 4. Switch 7y is enabled in initial
semantic state go = (lp, {z — 0}) for gate value (inX?,3): ({z — 0} W {p —
3PD)7r(1 < p < 10) =1 f< 3 f< 10 = true. Then succ(qo, (inX?,3),ry) =
(lh,9) with ¥ = {z —» 0} W{p — 3})ro{r — z+p} = {x — 01f; 3} =
{z — 3}. Consequently, ((ly, {z — 0}), (inX?,3), (I1,{x — 3})) is a transition
in the interpretation. Furthermore, switch 7o is not enabled in ¢y for gate value
(donel,e): ({x — 0} WO)7(z > 15) =0 £, 15 = false. O

We note that the interpretation of an STS may have an infinite number of
states and transitions. Additionally, it hides all information about the structure
of an STS, which actually could be used in test generation. We improve on this
in the next section, by applying symbolic execution on STS.
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3 Symbolic Execution Graphs

This section covers the symbolic execution elements of an STS, resulting in a
symbolic execution graph, which is an LTS, having symbolic states, and switches
as transitions. Analogous to semantic states, symbolic states keep track of the
location, and a mapping of location variables to symbolic values. The symbolic
values of location variables are (syntactic) terms over the parameters, encoun-
tered on the switches, instead of (semantical) values from Y. The third element
of a symbolic state is the path condition: a term of sort Bool, constraining the
possible values of the encountered parameters from the traversed switches, and
constructed as a conjunction over the encountered guards of switches.

Since switches with the same gate will use the same gate parameters, and
since a single switch can be traversed multiple times, the same parameter may be
encountered several times, but it can be bound to different values at each of these
points. For our symbolic states to be well-defined, we need to distinguish them.
Therefore, we will identify distinct occurrences of parameters by a syntactical
mechanism: adding prime (') symbols to parameter names, each time a switch
is taken. This is achieved by simultaneously substituting all variables v by v/, so
also when v already has some primes. We use the notation V' to denote the set
consisting of variables V and any of their (multiply) primed variants.

Definition 10. Let Vi, Vs be sets of variables, let t € T(V;) be a term, and
m € T(V})V2 a term mapping. Then we define:

t'=t{v—v' | veVi}
m' = {v i (m(v))' [veW}

Definition 11. The domain of symbolic states of S is denoted SymsState, where
SymState = L x T (V))V' X Tgoor (V).

A symbolic state has a transition for a switch, if solver returns sat or
unknown for the conjunction of the guard of the switch and the path condition
of the symbolic state. We use the term mapping of the state to substitute the
location variables of the guard with terms over parameters, and use priming to
prevent variables of the guard to become indistinguishable from the parameters
of the previously taken switches. To obtain a successor state for an enabled
switch, we use the assignment of the switch to update the term mapping, and
conjunct the checked guard to the path condition of the current state.

Definition 12. Let s = (I,m,n) € SymState, and r = (I1,\,p, ¢, ¥,13) € R.
Then r is enabled in s, denoted enab(s,r), if:

[ =1y A solver(¢[m'] A7) € {sat,unknown}
If enab(s,r), the successor of s for r, denoted succ(s,r), is the symbolic state:

(l2, [m'] 0 9, g[m'] A 1y')
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Ezample 13. Consider the STS of Example 4. Suppose we check which switches
are enabled in symbolic state go = (lg, x — 0, True). As Iy # lg, 71 is not enabled
in qg. Switches ry and ro do have source location [y, so we check satisfiability.
For ro we obtain: (1 < p < 10[(z — 0)']) A(True)’ =1 < p < 10 A True, which is
clearly satisfiable. Then we obtain the successor: (I1, [{z — 0}]o{z — z+p},1 <
p < 10[{z — O}] A (True)’) = (I1,{z — 0+ p},1 < p < 10 A True). Switch rq is
not enabled in go: > 15[(z — 0)'] A (True)’ =0 > 15 A True. O

We now define a symbolic execution graph as an LTS with symbolic states,
and transitions labeled by switches. A trace in the graph means that values
could be chosen for the parameters, for the switches to be enabled subsequently,
or that the trace received the benefit of the doubt, because solver returned
unknown.

Definition 14. The symbolic execution graph (SEG) of S is an LTS seg(S) =
(SymState, (lo, Mini, True), X1, Yo, Ts) with X1 = {(l1, \,D, ¢, 1, l2) € R | A €
I}y, Yo = {(li, \\D,p, 9, 12) € R | X € ITo}, Ts C SymState x R x SymState,

where:
Ts = {(s,r, succ(s,r)) | s € SymState A\ € R A enab(s,r)}

Ezxample 15. In Fig. 2 we compute a part of the SEG for the STS of Example 4.
We note that states with an unsatisfiable path condition may actually appear in
the SEG, if the chosen solver cannot detect its unsatisfiability. O

—> (lp, {z — 0}, True)

roi
(l1,{z — 0+ p},1 <p <10 A True)
rll
(lo,{x—0+p'},p=0+p A1 <p <10A True)
7‘2»//
(la, {z— 0+ p"},04+p" >15Ap 20+ p”’' A1 <p”’ <10 A True)

To

(i, {z—0+p" +p},1<p<10AP =0+4+p" A1 <p” <10A True)

rll
(o, {x—04+p"" +p},p=04+p"" +p A1 <P <10AP" =0+p"" A1 < p" <10A True)
T2
(l‘Z’{"E — O+p“// +p//}70+p//// +p/l > 15/\p — 0 p//// +p///\1 S p// S lO/\p”, :O+pllll/\1 S

p”""" < 10 A True)
70

(l(),{m>—>0+p/“/+p”+p},1Spg10Ap/20+p////+p///\1Sp”glo/\p”’:o—‘;—p””/\lg
p’""" < 10 A True)

Fig. 2. A part of the symbolic execution graph for the STS of Example 4. For the path
condition of the state reached by the dashed edge, solver returned unknown.
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4 Test Purposes with Switch Coverage

We use traces of the SEG as test purposes for test execution. The path condition
of the state reached by the trace describes possible values of parameters, while
the trace itself contains all the gates to be encountered.

Definition 16. An element (ro...7rn,n) € traces(seg(S)) X Tpoo1(V,) is a test
purpose for S if:

e L£,3m e T(V)" : (lo, mini, True) after rg ..., = {(I,m, )}
For a set of test purposes TP we define:

cov(TP) = |U{{T0,...7rn} | (ro...7mn,m) € TP}/|R|

Given a set TP for S, we call cov(TP) the a priori switch coverage of TP.

Ezxample 17. From the SEG of Example 15 we obtain the following test purpose
with 100% a priori switch coverage: (rorirorire,0 4+ p"”"" +p” > 15Ap' =0+
"+ p" AL <p" <10ADP" =0+p"" A1 < p"" <10 A True). The test purpose
for path rorire also gives 100% a priori switch coverage, but in Example 18 we
show it is not executable, and therefore has 0% a posteriori switch coverage. O

For a test purpose (r¢...7r,,n) we call rq...r, the path, and n the path con-
dition. If all switches occur in some finite trace of the SEG, a set of purposes
with 100% a priori coverage can be found through breadth first search. In Algo-
rithm 1, we give pseudo code for the test execution of a test purpose, including
on-the-fly data generation for parameters. We explain the intuition of it below.

Execution of a test purpose may result in either of three verdicts Pass, Incon-
clusive, or Fail. Verdict Fail means that a non-conformance (with respect to
ioco) to the given STS specification was found. Verdict Pass means that execu-
tion was completed, without encountering any non-conformance. Verdict Incon-
clusive means that execution of the test purpose could not be completed, but
no non-conformance was detected either.

A test purpose is executed by executing its switches of the path in the given
order. A gate value is provided to the SUT, or received from the SUT, if the
switch being executed has an input gate, or output gate, respectively. Every time
a new gate value is obtained, we update the path condition, by substituting the
values from the gate value for the parameters of the switch. If the path condi-
tion becomes unsatisfiable by this substitution, we then can immediately return
Inconclusive, as there is no way the test purpose can be executed completely.
Also, we use this path condition to obtain suitable values for parameters of a
switch with an input gate. The substitution ensures that all previously observed
gate values are taken into account. If solver returns unknown, we resort to using
only the guard of the current switch to find values.

The path condition of a test purpose contains (multiply) primed variables,
while the parameters of switches are not primed, so for obtaining the parameters
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of the path condition (e.g., line 8 of Algorithm 1), we use a notation for adding
primes to parameters. We denote adding k& primes to a parameter p with (p)"*,
s0, e.g., (p)"? = p, and (p)"® = p”". We extend this notation to sequences.

During execution of the test purpose, we keep track of state (I,1), which is
the current semantic state for the observed gate values. We use valuation 9 to
obtain parameter values for the guard of the current switch, if solver returns
unknown for the path condition in line 12 of Algorithm 1.

Additionally, we use (I,1) to check whether it enables the output gate value,
to check whether we are still on track for reaching the test purpose (line 28).
If this is not the case, we need to check if the specification allows a different
sequence of switches for the observed gate values (line 36) to see whether the
SUT only deviated from the path of the test purpose, or that it is really non-
conforming. We therefore keep track of all semantic states that can be obtained
for the observed gate values in C. To do this as efficiently as possible, we use
the information available in the SEG. As the graph can be infinite, we assume
that, if Algorithm 1 is given a test purpose (rg,...,r,, 7) to be executed, it is
given a partially computed SEG which contains all traces of length n 4 1. This
is no strong requirement, as to find the test purpose via breadth first search, we
already computed (almost) all of these traces. Moreover, computing all traces
can be done before test execution of the test purposes, and will compensate for
computation time needed during test execution.

Specifically, the algorithm keeps track of a set C' containing pairs (g, s) €
SemState x SymState, representing the current semantic state with the corre-
sponding symbolic state, for a sequence of switches, consistent with the gate
values observed so far. The set of switches enabled in ¢ is at most init(s), as s
describes a set of semantic states, of which ¢ is one. We then use g to select the
switches from init(s) actually enabled in ¢, and compute its successor with the
last obtained gate value. The successor of s for these switches can be obtained
from the SEG without any computation. If an output gate value, not enabled in
(1,9), is received from the SUT, we can check, as described above, whether this
gate value is enabled (line 36). If so, the SUT is conforming but deviated from
the test purpose, and otherwise it is non-conforming.

For communication with the SUT the algorithm uses two procedures:
sendInput provides an input to the SUT, and receiveOutput obtains an
enabled output from the SUT.

Example 18. We execute the first test purpose of Example 17 according to Algo-
rithm 1. Hence, we set (I, 9) := (I, {z — 0}), and C := {((lp, {x — 0}), (lo, {z —
0}, True))}. We discuss the first 2 of 5 iterations of the for-loop:

Iteration 0: As rg has input gate inX?, we execute lines 622 of the algo-
rithm. Suppose that solver(n) = sat, and that we obtain value 6 for parame-
ter p"(4=0) = p/”” on line 7. Then we send (inX?,6) to the SUT. We substitute
6 for p”” in the path condition: n :=0+6+p”" > 15Ap =04+6+p" A1 <
p! <10AP”" =04+6A1 <6 < 10. We obtain (I,9) := (I1,{z — 6}), and
C:={19),(1,{x—0+p}1<p<10A True)}.
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Input: A specification STS S

Input: A test purpose ((ro...7n),n)

Input: A symbolic execution graph seg(S)

Input: An SUT with procedures sendInput and receiveQutput
Output: One of the verdicts: Pass, Fail, Inconclusive

1 (l, 19) = (lo, [[m””]]),

2 C:= {((lo, [mini]), (lo, Mins, True))};

3 for0<i:<ndo

4 Let (117)\,ﬁ,¢,’(/),lz) = T

5 if A € I'7 then

6 if solver(n) = sat then

7 W = getValues (7, ()" "~7);

8 n = ntmap((p)" "~ — w)];

9 sendInput (A, w);
10 (1,9) := suce((l,9), (A, ), rs);
11 C := {(succ(q, (A, @), 1), succ(s,r)) |

(g,8) € C,r € init(s), enab(q, (A, w),r)};
12 else if solver(n) = unknown A solver(¢[tmap(?)]) = sat then
13 w = getValues (¢[tmap(Vd)], p);
14 n = nltmap((p)" ") > w)];
15 if solver(n) = unsat then
16 return Inconclusive;
17 else
18 sendInput (A, w);
19 (1,9) := succ((l,9), (N, @), 75);
20 C = {(succ(q, (A, w),r), succ(s,r)) |
(g,8) € C,r € init(s), enab(qg, (A, @),7)};

21 else
22 return Inconclusive;

23 else

24 (Asut, W) = receiveOutput();

25 if (Aous, @) € 'S, then
26 return Fail;

27 else
28 if enab((l,9), (Asut, W), ;) then
29 n :=ntmap((p)" "~V — w)];
30 if solver(n) = unsat then
31 return Inconclusive;
32 else
33 ( 9) = suce((l,9), (Asut, W), 7i);
34 = {(succ(q, (A, w), 1), suce(s,r)) |

(g,s) € C,r € init(s), enab(q, (A, @),7)};

35 else
36 if 3(q,s) € C,3r € init(s) : enab(q, (Asut, @), r) then
37 return Inconclusive;
38 else
39 return Fuail;

40 return Pass;
Algorithm 1. Test generation and execution algorithm for test purposes
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Iteration 1: Switch 1 has output gate outX!, so we execute lines 24-39 of the
algorithm. We then receive some output from the SUT. We discuss two cases:
1. Suppose that we receive (outX!,6). We then observe that (outX!,6) € I'2,. We

see that enab((l1, {x — 6}), (outX!,6), ;) holds. We substitute 6 for p"(*=1) =

P ini=046+p" >15AP =04+6+p"AN1<p”" <10A6=04+6A1<6<

10. Now 7 is satisfiable (choose valuation {p” +— 10,p" — 10}). We obtain

(1,9) := (lp,{x — 6}), and C = {((I, V), (lo,{z — 0+ p'},p=0+p' A1 <

p <10 A True))}, and go to the next iteration.

2. Now suppose that we receive (outX!,7). We observe that (outX!,7) € I'Q,. As
6 # 7, enab((l1, {z — 6}), (outX!,7),71) does not hold. Since no other switch
than 71 is enabled in (I1,{x — 0+ p},1 < p < 10 A True), according to the
SEG, we find that the condition of line 36 is false, so we return Fail. O

For the second test purpose of Example 17 we assumed that solver could not

detect that the path condition is not satisfiable, so solver(n) = unknown. This

leads us to line 12 in Algorithm 1. The second condition in line 12 can be solved,

e.g., with p = 8, so then according to line 14, 7:=0+8 > 15Ap ' =0+8A1 <

8 < 10A True. Most likely, now any solver will detect that this is not satisfiable,

solver(n) = unsat, so the algorithm ends in line 16 with verdict Inconclusive.

The a posteriori coverage is 0%, decreasing from 100% a priori coverage.

Theorem 19 proves soundness of Algorithm 1. For the proofs we refer to [2].

Theorem 19. Let t = ((ro...7n),n) be a test purpose for S, and let T be an
input-enabled LTS, such that T ioco [S]. Then Algorithm 1 does not return Fail
for S, t, and seg(S), when using T as SUT, and some tool solver.

The a posteriori switch coverage can be determined after all test purposes
have been executed. We define it as cov(TP’), where TP’ is the set of test
purposes for which Algorithm 1 returned verdict Pass, with |C| = 1 at that point
(line 40). This is a conservative approach: a test purpose (7,n) only counts if we
are sure that its execution ends in (I, min;, True) after 7. A more liberal approach
would count any test purpose with verdict Pass, without requiring |C| = 1,
meaning that nondeterministically another final state than (lg, m;n;, True) after 7
might have been reached.

5 Implementation of the Test Approach in Maude and Z3

We implemented our testing method with Maude: a language and tool set for
rewriting systems. We encode each switch of an STS as a conditional rewriting
rule. Such a rule rewrites a symbolic state to its successor state. A rewrite rule is
conditional: it can only be applied if the guard, of the switch it encodes, holds.
Maude queries SMT-solver Z3 to check solver(¢[m/] An’) € {sat,unknown},
as in Definition 12. To do this, we encoded the used Maude data types in the
SMT-LIB language, which is an input language for Z3. The ‘meta-level’ feature
of Maude supports this translation, by enabling syntactic inspection of terms.
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As our case study only involved integers and booleans, we only constructed
translation bindings for these data types. The Maude language, however, can be
used to define any data type, so one could make these bindings for any data type
that Z3 (or any other SMT solver) supports.

We used Maude’s search query to search in the state space of the states,
which can be obtained by applying rewriting rules. We use this to find sequences
of switches ending on a certain switch. This way, Maude searches in the symbolic
execution graph for test purposes contributing to a priori switch coverage.

We wrote a Python program to execute the test purposes, following Algo-
rithm 1. The program queries Z3 again, to find suitable values for input param-
eters, as outlined in the algorithm.

6 Case Study: The Bounded Retransmission Protocol

To evaluate our approach, we used the Bounded Retransmission Protocol
[13] benchmark from the Automata Wiki [1]. This is a repository containing
automata in various automata formalisms, which are suitable for benchmark-
ing. For the Bounded Retransmission Protocol the Wiki provides a specification
automaton, and 6 mutants. See Fig. 3 for the specification, and the Wiki for all
the mutants. Each mutant differs on one aspect from the specification, e.g. a
different guard, an extra switch, or an extra assignment.

The Bounded Retransmission Protocol is a variation on the alternating bit
protocol. After sending a message, the sender waits for an acknowledgment from
the receiving party. If an acknowledgment fails to appear, the sender times out,
and sends the message again. This retransmission is executed at most max_rn
times, for some number max_rn.

n=0
m=0;

msgl'=mi;
msg2 = m2;
msg3 = m3;

Table 1. Number of inputs and
outputs needed for detecting the

BRP mutants CEOREENS) | [ PrrsSianszem.ogs o me] MEoUTD |itacKo
Switch | TorXakis 2000 || [ormmeenson oo
coverage newo (

Mutant 1 44 12 s

Mutant 2 16 234 6

Mutant 3 8 12 Mot

Mutant 4 6 18 i

Mutant 5 | 18 1620 =
Mutant 6 164 76 :Q;gleﬂ—loggle

Sum 256 1972

Geom. mean | 21.5 64.9 Fig. 3. Specification of BRP
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We generated a set of test purposes with 100% switch coverage from the
specification, and applied it on the mutants. We then measured the number of
inputs and outputs needed until obtaining a Fail verdict. To obtain Fail for
mutant 6, just executing all the switch coverage test purposes was not sufficient.
This was caused by the SMT-solver we used (Z3): it always returns the same
solution for the same query, and the particular solution did not result in obtain-
ing a Fail. Retrieving random solutions from an SMT-solver is out of scope of
this paper, but it has been investigated in e.g. [15,16,19], and some techniques
are implemented in the tool TorXakis [25]. We chose to solve the problem by
randomly generating values for input switch parameters, and then checking the
satisfiability of the constraint for these values. As none of the parameters of input
switches of the BRP specification were constrained by any of the test purposes,
this worked well enough for this case study. We averaged the number of inputs
and outputs over 100 executions.

The test purposes were executed in the order of their number of inputs and
outputs (longest test purpose first). We applied this heuristic with the idea that
the longest test purpose is likely to be better at discovering more difficult faults,
which are hidden further away, and at the same time covers a lot of the switches
of the specification.

We compared our results with random testing (on gate actions and data
values) of STS as implemented in the tool TorXakis [22,25].

Again, we measured the number of inputs and outputs until encountering a
Fail. We report on the average number over 100 executions for each mutant.

Our test generation produced 6 test purposes to obtain 100% a priori switch
coverage. They in total consist of 47 inputs and outputs. As the guards of the
nondeterministic switches, i.e. switches having the same gate and source location,
are disjunct, we could determine the exact a posteriori switch coverage, which
was 100% as well. Table 1 shows the results for testing with our test purposes,
and random testing with TorXakis.

The faults in mutants 2, 3, 4, and 5 are detected by the test purpose with
the longest path of 18 inputs and outputs. Note that the difference in number
of inputs and outputs for mutant 5 is especially big. The fault of mutant 1 is
detected by one shorter test purpose, in just 4 inputs and outputs. In total we
needed more inputs and outputs because of our heuristic to do the longest test
purpose first. Mutant 6 was detected by the longest and the third longest test
purpose, if the right values are chosen for the gate parameters. All test pur-
poses are executed before these two test purposes are tried again with (possibly)
different values. This causes TorXakis to be faster in detecting the fault than us.

Overall, our approach is better than testing with TorXakis: the total number
of inputs and outputs needed to detect the faults of all mutants is 8 times more
for TorXakis than for our approach. One can see however, that random testing
can be quite effective for faults detectable with few inputs and outputs (mutant
1), and that the thoroughness of covering all switches can sometimes be a bit less
effective than random testing (mutant 6). Our approach is significantly better
in reaching a switch which is not so likely to be reached by using random test
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generation (mutant 5), and the number of inputs and outputs to obtain a Fail is
much more stable than for random testing. Despite the varying results for each
mutant, the geometric mean shows that our approach is overall 3 times better
than TorXakis.

7 Conclusions and Future Work

We proposed a test generation and execution method for Symbolic Transition

Systems. We extend on the work in [8,9], and provide sound test selection based

on switch coverage. We select data values as late as possible during test exe-

cution, to provide optimal flexibility with respect to received outputs from the

SUT. Furthermore, our test generation and execution explicitly deals with solvers

returning ‘unknown’. The BRP case study shows applicability of our approach.
There are ample opportunities to extend upon this paper in future work:

— The most important extension is adding quiescence, which is a key concept in
the ioco theory, but which we did not take into account yet. Actually, our test
algorithm tests for a weaker form of ioco where quiescence is not considered,
i.e., removing quiescence from ioco in Definition 2 and only requiring inclu-
sion of outputs. Since this weaker form of ioco is implied by the original ioco
of Definition 2, soundness in Theorem 19 is not affected. But it may occur
that our algorithm deadlocks when the SUT is quiescent and the test purpose
expects an output (line 24). The reason that we did not add quiescence yet,
is that it leads to quantified guards in switches: a state is quiescent if there
does not exist an output parameter value that makes the guard of an output
switch true. It is not yet clear how and where to add these quantified guards.
Quiescence can be added as just another output label in the STS. Another
option is to add quiescence when constructing the symbolic execution graph,
so that quiescence can also be part of test purposes. Yet another option is to
take quiescence only into account in the testing algorithm. Whatever option,
it will introduce quantified guards, which complicates the formalism and the
satisfiability checking.

— By executing test purposes simultaneously, instead of one by one, test exe-
cution can proceed until all test purposes received a verdict. This could
improve test efficiency. Also, test purposes returning Inconclusive could be
re-executed, to obtain better a posteriori switch coverage.

— The test algorithm is written down as if we assume input-eager interaction
with the SUT: the SUT always accepts an input, even though it could have
produced an output. This could be relaxed to input-fair interaction [3,4].

— The symbolic states of the symbolic execution graph are defined as syntactic
objects. When adding semantics, an equivalence could be defined e.g. as in
Maude [5], so that the size of the symbolic execution graph could be reduced.

— We have existential quantification for both inputs and outputs in path con-
ditions, whereas universal quantification might be more natural for outputs.
This may, however, lead to more unsatisfiable path conditions and moreover,
current solvers usually perform worse on formulas with alternating quantifi-
cation.
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Our switch coverage approach could be combined with traditional data cov-
erage techniques e.g. equivalence partitioning, boundary value analysis, or
the techniques for random value selection used in TorXakis. Witnesses of
solvers usually do not produce much data coverage, as mutant 6 of the BRP
benchmark showed.

To check scalability, our switch coverage testing approach should be evaluated
more extensively, by performing experiments on additional case studies.
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