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Cyber-Physical Systems

• Beyond “just software”

• More complex systems evolve in more complex ways

• CPS are feedback systems

• distributed/networked

• adaptive/predictive

• intelligent

• real time
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Edward A. Lee et al, http:"//CyberPhysicalSystems.org/ 
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Cyber-Physical Systems

• Humans in the loop

• ecosystems, communities, individuals

• notoriously hard to model


• Environment in the loop

• energy consumption, carbon footprint

• sustainability


• Economics in the loop

• cost optimisation

3

Edward A. Lee et al, http:"//CyberPhysicalSystems.org/ 
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Cyber-Physical Systems: Bit Flip

• Software-Implemented Hardware Fault Tolerance (SIHFT)

• Measurement unit: 

• FIT (Failure in 1’000’000’000 hours ≈114155 years)


• Reasons for SEU (Single Event Upsets) 

• natural radiation

• chip temperature instability

• malicious intervention

• experimental technology 


• Known victims: Sun, Toyota 
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Heing-Becker, Kamph, Schupp, Bit-error injection for software developers, CSMR-WCRE 2014
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Consistency

• Consistent ""<=> no contradictions

• Structural and behavioural consistency

• models conform to their metamodel

• relational; conditional; trace equivalence


• Inner and outer consistency

• does not contradict itself

• contract among 2+ artefacts


• (In)consistency management
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Consistency Management

• Compute & sync views on models in MDSE

• Maintain GUIs in MVC

• Interact with visualisations

• Sync data in different formats

• Runtime value conversions in embedded DSLs

• Updatable views in DBMS

• Edit complex data in structure editors

• (De)serialise data in/from memory
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Czarnecki et al, BX: A Cross-Discipline Perspective, GRACE, 2009.

https://www.utwente.nl/
http://www.cs.cornell.edu/~jnfoster/papers/grace-report.pdf


Consistency: Microservices
7

Copei, Sälzer, Zündorf, MX for Microservices, Dagstuhl 18491, §4.1, 2019.
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Quality

Heitlager, Kuipers, Visser, A Practical Model for Measuring Maintainability, QUATIC 2007.
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Fig. 1. Breakdown of the notions of internal and external software product quality into 6 main characteristics and 27 sub-characteristics. The 6 so-called
compliance sub-characteristics of each of the 6 main characteristics have been suppressed in this picture. In this paper, we focus on the maintainability
characteristic and its 4 sub-characteristics of analysability, changeability, stability, and testability.

is a composite number, based on several different metrics for
a software system. It is based on the Halstead Volume (HV)
metric [11], the Cyclomatic Complexity (CC) [12] metric,
the average number of lines of code per module (LOC),
and optionally the percentage of comment lines per module
(COM). Halstead Volume, in turn, is a composite metric based
on the number of (distinct) operators and operands in source
code. The complete fitting function is:

171�5.2ln(HV)�0.23CC�16.2ln(LOC)+50.0sin
p

2.46 ⇤ COM

This fitting function is the outcome of data collection on a
large number of systems, calibrated with the expert opinions
of the technical staff that maintained them. The higher the MI,
the more maintainable a system is deemed to be.

In our software quality consultancy practise, we have had
the opportunity of calculating the maintainability index for a
large and diverse collection of mission-critical software sys-
tems. These systems have been developed by many different
teams, using many different technologies, for many different
purposes. Based on this experience, we have identified a
number of important limitations of the MI in the context of
software quality assessment.

A. Root-cause analysis
Since the MI is a composite number, it is very hard to

determine what causes a particular value for the MI. In fact,
since the MI fitting function is based entirely on statistical
correlations, there may be no causal relation at all between
the values of ingredient metrics and the value of the MI
derived from them. The acceptance of a numerical metric
with practitioners, we find, increases greatly when they can
determine what change in a system caused a change in the
metric. When the MI has a particularly low value, indicating
low maintainability, it is not immediately clear what steps can
be taken to increase it.

B. Average complexity
One of the metrics used to compose the MI is the average

Cyclomatic Complexity. We feel this is a fundamentally flawed
number. Particularly for systems built using object-oriented

technology, the complexity per module will follow a power
law distribution. Hence, the average complexity will invariably
be low (e.g. because all setters and getters of a Java system
have a complexity of 1), whereas anecdotal evidence suggests
that the maintenance problems will occur in the few outliers
that have exceptionally high complexity. In general, the use
of averaging to aggregate measures on individual system parts
tends to mask the presence of high-risk parts.

C. Computability

The Halstead Volume metric, in particular, is difficult to
define and to compute. There is no consensual definition of
what constitutes an operator or an operand in a language such
as Java or C#. For this and other reasons, the Halstead Volume
is a metric that is not widely accepted within the software
engineering community (e.g. see [13], [14] for a critique).
Even if a crisp definition of the notions of operator and
operand would be available for all mainstream languages, the
Halstead metrics would remain relatively difficult to compute.
Basically, a complete and accurate tokenization of all programs
needs to be carried out to compute these numbers. For some
languages, tokenization is not enough, and a full syntactic and
partial semantic analysis is required.

D. Comment

The implication of using the number of lines of comment
as a metric is that a well documented piece of code is better
to maintain than a piece of code that is not documented at
all. Although this appears to be a logical notion, we find
that counting the number of lines of comment, in general,
has no relation with maintainability whatsoever. More often
than not, comment is simply code that has been commented
out, and even if it is natural language text it sometimes refers
to earlier versions of the code. Also, more documentation for
a particular piece of code may have been added, precisely
because it is more complex, hence more difficult to maintain.
Apparently, the authors of the MI had reservations about
measuring comment, as they made this part of the MI optional.
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Quality: Goal–Question–Metric
9

Basili, Caldiera, Rombach, The GCM Approach, 1990.

goal 1 goal 2

question 2question 1 question 3

metric 1 metric 2 metric 3 metric 4 metric 5 metric 6
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Adaptability

• Adaptation is necessary

• Adaptability improves viability & quality

• Parametric adaptation

• tweak parameters over time


• Algorithmic adaptation

• switch among algorithms


• Resource adaptation

• relocate utilised resources
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Pradeep Khosla, Self-Adaptive Software Project.
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Adaptable Software Factors

• Extensibility

• easy to change the amount of capabilities


• Flexibility

• easy to change the kind of capabilities


• Tunability

• easy to tweak to change


• Fixability

• easy to fix one thing separately
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Fayad, Cline, Aspects of Software Adaptability, CACM, 1996
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Two Kinds of Adaptation

• Adaptation through tolerance

• change comes from the environment

• aim to preserve the original behaviour


• Adaptation through adjustment

• the change is welcome

• unchanged artefacts must sync
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Zaytsev, Negotiated Grammar Evolution, JOT 13:3, 2014.
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Conclusion

• CPS: consider humans, environment, economics

• Consistency and synchronisation

• Quality has many faces

• Demand for adaptation will only go up


• Q&A Sessions @ Canvas

• "=> v.zaytsev@utwente.nl 

• "=> https:"//discord.gg/n7VQAPNBPD 

13

https://www.utwente.nl/
mailto:v.zaytsev@utwente.nl
https://discord.gg/n7VQAPNBPD

