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Stakeholder statement

vs


system requirement?
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What could go wrong?

• The product must be user friendly and easy to use

• Response time should be less than 1 second

• The system should be always available

• It shall work just like the previous system, but on a new platform

• The system must never fail, and it if does, should produce a report

• The product should be accessible

• The communication protocol cannot change

• The system has to be robust

• You must support many parallel users

• The product must fit all users’ individual needs
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Everyone wants quality
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Quality is subjective
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Quality attributes

• Green flags

• configure

• recover

• analyse

• replace

• maintain

• . . .
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• Red flags

• speed

• ease

• performance

• bug-free

• usability

• . . .
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3.2 Concerns
The performance concerns (or requirements) used to specify and assess the performance of
the system are

• latency - How long does it take to respond to a specific event?
• throughput - How many events can be responded to over a given interval of

time?

Performance
engineering

Concerns

Methods

Factors

Modes

Latency

Throughput

Capacity

Demand

System

Criticality
Jitter

Precedence
Response window

Criticality
Processing rate
Observation interval

Spare capacity
Schedulable utilization
Utilization

Execution time
Arrival pattern

Software services
Type of resource

Scheduling theory
Queuing theory
Formal methods

Resource allocation

Analysis

Synthesis

Figure 3-1:  Performance Taxonomy

Performance
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Barbacci, Klein, Longstaff, Weinstock, Quality Attributes, 1995
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Availability is measured as the limit of the probability that the system is functioning correctly at
time t, as t approaches infinity. This is the steady-state availability of the system. It may be
calculated [Trivedi 82] as:

where MTTF is the mean time to failure, and MTTR is the mean time to repair.

4.2.2 Reliability
The reliability of a system is a measure of the ability of a system to keep operating over time.
Depending on the system, long-term reliability may not be a concern. For instance, consider
an auto-land system. The availability requirement of this system is high—it must be available
when called upon to land the plane. On the other hand, the reliability requirement is somewhat
low in that it does not have to remain operational for long periods of time.

The reliability of a system is typically measured as its mean time to failure (MTTF), the expect-
ed life of the system.

Dependability

Attributes

Means

Impairments

Availability
Reliability
Safety
Confidentiality
Integrity
Maintainability

Fault Prevention
Fault Tolerance
Fault Removal
Fault Forecasting

Faults
Errors
Failures

Figure 4-1:  Dependability Tree [Laprie 92]

(concerns)

(methods)

engineering (factors)

α MTTF
MTTF MTTR+
---------------------------------------=

Dependability
7

Barbacci, Klein, Longstaff, Weinstock, Quality Attributes, 1995

I

https://www.utwente.nl/
http://grammarware.net
https://resources.sei.cmu.edu/asset_files/TechnicalReport/1995_005_001_16427.pdf


CMU/SEI-95-TR-021 27

5.2 Concerns
The security concerns for any given environment (based on a security policy) can be catego-
rized into three basic types:

• Confidentiality is the requirement that data and processes be protected
from unauthorized disclosure.

• Integrity is the requirement that data and process be protected from
unauthorized modification.

• Availability is the requirement that data and processes be protected from
denial of service to authorized users.
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Security
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even if unplanned. Complex interactions are those of unfamiliar sequences, or unplanned
and unexpected sequences, and either not visible or not immediately comprehensible. [Per-
row 84, Table 3.1] suggests the following indicators of interaction complexity:

Indicators of complex interactions include

• proximity—physical (components) or logical (steps)
• common-mode connections
• interconnected subsystems
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Quality in use
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ISO/IEC 25010:2011(E) 
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The full set of quality characteristics across these models will not be relevant to every stakeholder. 
Nonetheless, each category of stakeholder should be represented in reviewing and considering the relevance 
of the quality characteristics in each model before finalizing the set of quality characteristics that will be used, 
for example to establish product and system performance requirements or evaluation criteria. 

3.2 Quality in use model 

The quality in use model in 4.1 defines five characteristics related to outcomes of interaction with a system: 
effectiveness, efficiency, satisfaction, freedom from risk, and context coverage (Figure 3 and Table 3). Each 
characteristic can be assigned to different activities of stakeholders, for example, the interaction of an operator 
or the maintenance of a developer. 

 

Figure 3 — Quality in use model 

The quality in use of a system characterizes the impact that the product (system or software product) has on 
stakeholders. It is determined by the quality of the software, hardware and operating environment, and the 
characteristics of the users, tasks and social environment. All these factors contribute to the quality in use of 
the system. 

Definitions and explanations of each quality characteristic for quality in use are given in 4.1. 

Examples of quality in use measures are given in ISO/IEC TR 9126-4 (to be replaced by ISO/IEC 25024). 

3.3 Product quality model 

The product quality model in 4.2 categorizes system/software product quality properties into eight 
characteristics: functional suitability, performance efficiency, compatibility, usability, reliability, security, 
maintainability and portability. Each characteristic is composed of a set of related subcharacteristics (Figure 4 
and Table 4). 
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ISO Store order #: 10-1370653/Downloaded: 2014-01-10
Single user licence only, copying and networking prohibited
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Product quality
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ISO/IEC 25010:2011(E) 
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Figure 4 — Product quality model  

NOTE The need for compliance with standards or regulations can be identified as part of requirements for a system, 
but these are outside the scope of the quality model. 

The product quality model can be applied to just a software product, or to a computer system that includes 
software, as most of the subcharacteristics are relevant to both software and systems. 

Definitions and explanations of each quality characteristic for product quality are given in 4.2. 

3.4 Targets of the quality models 

Figure 5 illustrates the targets of the quality models and the related entities. 

The product quality model focuses on the target computer system that includes the target software product, 
and the quality in use model focuses on the whole human-computer system that includes the target computer 
system and target software product. The target computer system also includes computer hardware, non-target 
software products, non-target data, and target data, which is the subject of the data quality model (see C.8). 
The target computer system is included in an information system that can also include one or more computer 
systems and communication systems, such as a local area network and the Internet. The information system 
is within a wider human-computer system (such as an enterprise system, embedded system or large-scale 
control system) and can include users and the technical and physical usage environment. Where the 
boundary of the system is judged to be, depends upon the scope of the requirements or evaluation, and upon 
who the users are. 

EXAMPLE If the users of an aircraft with a computer-based flight control system are taken to be the passengers, 
then the system upon which they depend includes the flight crew, the airframe, and the hardware and software in the flight 
control system, whereas if the flight crew are taken to be the users, then the system upon which they depend consists only 
of the airframe and the flight control system. 

Other stakeholders, such as software developers, system integrators, acquirers, owners, maintainers, 
contractors, quality assurance and control professionals, will also be concerned with the quality. 
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ISO/IEC 25010:2011(E)

• Helps

• great starting point

• QAs are well defined

• metrics are helpful

• arch input

• e.g. quantification 
=> trade-offs


• reusable design
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• Does not suffice

• SE bias

• domain may need extension

• too blind/rigid on 
metrics

• does not guarantee 
completeness

• does not ensure 
consistency
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Quality attributes

• Find QAs from stakeholder interaction with the system

• name the interaction


• Read ISO 25010:

• To save time: start with §2; Read §§3.1-3.6

• Scan through §4

• Select applicable quality attributes and metrics

• Write requirements for your case
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