Vadim Zaytsev aka @grammarware, 19 October 2022

Dr.

E ‘ UNIVERSITY
OF TWENTE.


http://grammarware.net

Q

Stakeholder statement
VS
system requirement?



https://www.utwente.nl/
http://grammarware.net

What could go wrong?

* The

product must be user friendly and easy to use

« Response time should be less than 1 second

* The

system should be always available

« It shall work just like the previous system, but on a new platform

* The
* The
* The
* The
* You
* The

system must never fail, and it 1f does, should produce a report
product should be accessible

communication protocol cannot change

system has to be robust

must support many parallel users

product must fit all users’ individual needs

ReQtest, 10 of the Worst Requirements I have Ever Seen, 2016 ‘
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I

Everyone wants quality

Quality 1s subjective

‘
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Quality attributes

« Red flags  Green flags
* Speed « conflgure
e ease * Pecover
 performance  analyse
 bug-free  replace

e Usability « malntaln
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Response window
Precedence
Latency Titter
Performance -

Observation interval
Throughput —E Processing rate
Criticality

Concerns
Utilization
Capacity —E Schedulable utilization
Spare capacity
Performance Modes
engineering Arcival patt
Demand _E rrva .p a ?m
Factors Execution time
Type of resource
System —E Software services
Resource allocation
Synthesis
Methods

Scheduling theory
Analysis —E Queuing theory
Formal methods

Barbaccl, Klein, Longstaff, Weinstock, Quality Attributes, 1995
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Dependability

Availability
Reliability
Physical
, Safety Cause _E
A ttributes Human-Made
(concerns) Confidentiality

) Accidental
Integrity
o Nature Intentional, Non-Malicious
Maintainability

Intentional, Malicious

Faults Phase of Crcation—E Beveiopment
. , Operational
Dependability Impairments Errors
engineering (factors) : Internal
E— Fallures Boundary{
External

Fault Prevention

. Permanent
Fault Tolerance Persistence —|

T
= \{ecans cmporary

(methods) Fault Removal

Fault Forecasting

Barbaccl, Klein, Longstaff, Weinstock, Quality Attributes, 1995
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Confidentiality

[ ]
Securility i
Availability
Authentication
Security Interface _E Encryption
chginecring Auditing and Analysis
Fact
actom Access control
Internal —E Auditing and logging
Kernelization
Process models
Synthesis ‘E Security models
Methods Secure protocols
Formal methods
Analysis ‘E Penetration analysis
Covert-channel analysis

Barbaccl, Klein, Longstaff, Weinstock, Quality Attributes, 1995
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Safety

Barbaccli, Klein,

Safety

engineering

Concerns _[
Factors —[

Methods

Longstaff, Weinstock, Quality Attributes, 1995

Interaction complexity

Coupling strength

Hazard
Mishap : .
Brainstorming
Hazard 1
«dentification Consensus building
Hazard and Operability
Analysis (HAZOP)
Fault Tree Analysis (FTA)
Hazard Event Tree Analysis (ETA)
analysis
Failure Modes and
Effects Analysis (FMEA)
Formal methods
Implementation .
. Transformations
methodologies
Version management
Lockins
Implementation Lockouts
mechanisms
Interlocks
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Quality 1n use

Quality
In Use

Environmental
risk mitigation

Effectiveness Efficiency Satisfaction If’reedc_)m Context coverage
rom risk
Effectiveness Efficiency Usefulness Economic risk Context
Trust miligalion compleleness
Health and ibili
Pleasure eaith an Flexibility
safety risk
Comfort mitigation

ISO0/IEC 25010:2011(E)

10


https://www.utwente.nl/
http://grammarware.net

Product quality

System/Software
Product Quality

l

11

FS‘:J?{:L?I'E' Pirffr?(;’;’:é‘;e Compatibility | | Usability Reliability Security M:é?lti?}'l"' Portability
Functional Time-behaviour Co-existence Appropriateness Maturity Confidentiality Modularity Adaptability
compleleness Resource utilisation | | Interoperability recognisability Availability Integrity Reusabillity Installability
Functonal Capacity Learnability Fault tolerance Non-repudiation Analysability Replaceability
correc.tness Operability Recoverability Accountability Modifiability
FUSCROOE User error Authenticity Testability
appropriatenass protection
User interface
acsthetics
Accessibility

ISO0/IEC 25010:2011(E)
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ISO0/IEC 25010:2011(E)

* Helps * Does not suffice
- great starting point * SE bias
« QAs are well defined - domain may need extension
- metrics are helpful * too blind/rigid on
) h inout metrics
arc P o .  does not guarantee
ee.g. guantification completeness
= trade-offs - does not ensure
 reusable design consistency

‘
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Quality attributes

« Find QAs from stakeholder i1nteraction with the system
 name the interaction

« Read IS0 25010:
* To save time: start with §2; Read §83.1-3.6
« Scan through 84
« Select applicable quality attributes and metrics
 Write requlrements for your case
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